
Best Prac tices for Mail Cen ter Se cu rity
CORPORATE INCOMING AND OUTGOING OPERATIONS

— From the United States Postal In spec tion Ser vice

There are mil lions of busi nesses
that use the mail. The vast ma -
jor ity of these have only 'one to 

a few' per son(s) re spon si ble for mail
cen ter-type op er a tions. Of these mil -
lions of busi nesses, there are thou -
sands of large, com plex cor po rate
mail cen ter op er a tions. The best prac -
tices listed be low are a sum mary of
well-de vel oped mail cen ter se cu rity
pro ce dures that can be used by any
mail cen ter. Pro ce dures ap pli ca ble
pri mar ily to large mail cen ters are
iden ti fied as such, and in bold.

These rec om men da tions come from 
busi nesses that use the mail and have been shared with the
USPS for dis tri bu tion to its cus tom ers. Since needs and re -
sources are of ten dif fer ent, ev ery sug ges tion may not ap -
ply to all busi nesses. Mail ers should de ter mine which are
ap pro pri ate for their com pany and con duct pe ri odic se cu -
rity re views of their op er a tion to iden tify needed im prove -
ments. The list be low con tains gen eral se cu rity con cepts
and a few spe cific ex am ples of how to ac com plish them.

Gen eral Mail Op er a tion pre ven tive rec om men da tion:
— Ap point a Mail Se cu rity Co or di na tor (and an al ter nate

if a large mail cen ter)
— Or ga nize a Mail Se cu rity Re sponse Team, as prac ti cal, 

de pend ing on the size of the mail cen ter staff
— Cre ate, up date and/or re view SOPs, Se cu rity Pro ce -

dures, Di sas ter Plans, and Op er at ing Plans. Keep a
back-up copy of plans off-site.

— Train per son nel in pol i cies and
pro ce dures rel a tive to mail se cu -
rity, i.e. bi o log i cal, chem i cal,
weap ons or nat u ral di sas ters

— In clude from the staff, when pos -
si ble, cer ti fied firefighters,
biohazard han dlers, and/or cor po -
rate safety, en vi ron ment and
health per son nel, or, train per son -
nel in these du ties

— Mem bers of the team should be
equipped with cell phones/pag ers
and should be avail able up to 24
hours a day, 7 days a week, as is
ap pro pri ate for the sit u a tion

— In for ma tion, and up dates, about the per son nel and re -
sponse pro ce dures should be pub lished and dis trib uted
com pany-wide

— Fed eral Gov ern ment Mail Man ag ers should also re fer
to the Gen eral Ser vices Ad min is tra tion (GSA) web site 
for spe cific and up dated in for ma tion on fed eral mail
man age ment pol i cies and pro ce dures

— Pub lish an Af ter-Ac tion or In ci dent Re port af ter ev ery
in ci dent

— Have se nior man age ment buy-in/sign-off on com -
pany's mail se cu rity pro ce dures

General Safety and Security Procedures
for Incoming/Outgoing Mail Areas

— No tify in ter nal and ex ter nal cus tom ers, as ap pro pri ate, 
of steps taken to en sure safety of mail

— Con trol or limit ac cess of em ploy ees, known vis i tors
and es corted vis i tors to the mail cen ter with sign-in
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sheets, badges, and/or card read ers. (Large mail op er -
a tions in clude plant, work room floor, etc.)

— Sub ject to emer gency exit safety re quire ments, lock
all out side doors and/or pro hibit doors from be ing
propped open

— Re quire de liv er ies to be made in a re stricted, de fined
area

— Re strict driv ers (rest ar eas) to an area that is sep a rate
from the pro duc tion/mail
cen ter fa cil i ties.

— Use video cam eras in side
and out side the fa cil -
ity/docks, as fea si ble

— Keep the area for pro cess -
ing in com ing and out go -
ing mail sep a rate from all
other op er a tions, as fea si -
ble

— If a sep a rate pro cess ing
area is used, it should not
be part of the cen tral ven -
ti la tion sys tem

— Shut-off points of pro cess -
ing area's ven ti la tion sys -
tem should be mapped and
should be part of an emer -
gency pro ce dures hand out

— Sep a rate pro cess ing area
should in clude ap pro pri -
ate per son nel pro tec tion
equip ment and dis posal
in struc tions for such
equip ment, as ap proved
by the CDC

— Des ig nate and pub -
lish/post evac u a tion
routes for emer gen cies

— Con duct train ing, emer -
gency pre pared ness drills, 
and in for ma tion up date
meet ings, as nec es sary

— X-ray all in com ing mail. 
(Large mail cen ters.)

— Main tain a Sus pi cious
Pack age Pro file

— En sure ap pro pri ate emer -
gency ac cess num bers are
posted by or on ev ery
phone. Such num bers
should in clude: call 911;
CDC at 770-488-7100; lo -
cal Postal In spec tor; lo cal
po lice or fire de part ment

— Main tain up dated em -
ployee lists (name, ad dress, 
phone/cell phone), and
keep back-up copy off-site

— Pro vide only vac uum sys -
tems for clean ing equip -
ment, not forced air
sys tems

— Al ter re ceiv ing pro ce dures to re quire a man i fest with
all ship ments and prac tice the ac cep tance of "com -
plete" ship ments only

— Dis carded en ve lopes, pack ages, boxes should be
placed in a cov ered con tainer and trans ported to the
load ing dock for re moval. (En sure lo cal ar range ments
are in place for dis posal of such ma te rial.)

Down load the com plete guide at www.mailomg.com.
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— From the United States Postal In spec tion Ser vice, Mail Cen ter Se cu rity, PUB 166
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Mail Screen ing Best Prac tices
From the Fifth Edi tion of the 
Mail Cen ter Se cu rity Guide

Gen eral Ser vices Ad min is tra tion

For ef fi ciency and ef fec tive ness, mail screen ing pro -
cesses should be well-de signed and prop erly in te -
grated into the over all pro cess of re ceiv ing, sort ing,

and de liv er ing mail and par cels. A best prac tice is to iden -
tify and map out the cur rent end-to-end mail re ceiv ing and 
de liv ery pro cesses be fore in sert ing screen ing tech nol o -
gies or pro cesses. When prac ti cal, mail screen ing op er a -
tions should take place in a lo ca tion iso lated from other
fa cil ity op er a tions and sep a rate from ar eas where per son -
nel are screened.

Many as pects of screen ing tech nol ogy se lec tion will re -
quire a solid un der stand ing
of mail and par cel vol umes, 
ac count abil ity pro ce dures,
trans fer re quire ments, and
cou rier routes. This is par -
tic u larly im por tant in small
mail cen ters where a few
in di vid u als must per form
mul ti ple tasks se quen tially. 
Pro cess map ping en ables
the mail cen ter man ager to
en sure the screen ing
workflow does not cre ate
any un ex pected se cu rity
violations or unnecessary
contamination.

Any de vi a tion from ap -
proved pro ce dures can eas ily lead to sus pi cious mail or
par cels be ing missed or the in ad ver tent cross con tam i na -
tion of other items, equip ment, fa cil i ties, or em ploy ees.
Most screen ing pro ce dures, in clud ing the vi sual iden ti fi -
ca tion of sus pi cious par cels, are fo cused on iden ti fy ing
threats (bi o log i cal, chem i cal, etc.) while a few, such as
x-ray scan ners and va por trace detectors, have
multi-substance capabilities.

4.4.1 In te grat ing Screen ing Pro ce dures
The fol low ing top-level pro cesses rep re sent a par tial list

for map ping and eval u at ing mail screen ing re quire ments.
Though not ap pli ca ble to ev ery mail cen ter op er a tion,
each step in the pro cess pres ents op por tu ni ties for sus pi -
cious mail to en ter the mail sort ing sys tem or be trans -
ferred from one em ployee to the next. Each step also
pro vides an op por tu nity for sus pi cious mail to be iden ti -
fied, iso lated, and con tained be fore it can cause harm to
the intended recipient.

4.4.1.1 Mail and Par cel Pickup from Des ig nated U.S.
Postal Ser vice Fa cil ity

If mail is be ing picked up at USPS fa cil i ties, only au tho -
rized per son nel spe cif i cally iden ti fied by the or ga ni za tion
should be al lowed to sign for ma te ri als. Mail cen ter staff
should des ig nate and iden tify per son nel au tho rized to sign 
for mail at the USPS facility.

4.4.1.2.1 Trans por ta tion to the Mail Cen ter or Mail
Screen ing Fa cil ity

Cou rier ve hi cles pro vided by the agency should be se -
cured (e.g., pad lock, locked seal, one-time locks) when
loaded with mail and par cels dur ing trans port. Ve hi cles
should be locked and at tended at all times.

When re ceiv ing mail and
par cels from cou ri ers or
other de liv ery ser vices, per -
son nel should be pos i tively
iden ti fied be fore ac cept ing
any items, and re cip i ents
should then val i date that
they are re ceiv ing the ac tual
items on the man i fest before 
signing for them.

4.4.1.2.2 Track ing and
Ac count abil ity Pro cess

All ac count able mail items 
and par cels should be
tracked by dig i tal scan ner or 
led ger from the mo ment
they are picked up or re -

ceived un til they are de liv ered to and signed for by the in -
tended re cip i ent. Agen cies should con sider adopt ing
dig i tal track ing meth ods for ac count able mail items.

4.4.1.2.3 Trans fer of Mail and Par cels to Mail Cen ter
Screen ing Per son nel

Mail and par cels should not be left un at tended on the
load ing dock or in a pub licly ac ces si ble area. Mail and
par cels should not be left out side mail fa cil i ties af ter
hours. Agen cies should man date a “warm handoff” as
mail and par cels are transferred.

4.4.2 Screen ing Pro cess Best Prac tices
In di vid ual screen ing pro cesses may vary based on the

risk as sess ment and the spe cific tech nol ogy em ployed.
Mail cen ter per son nel must be ob ser vant for sus pi cious
mail and par cels at ev ery stage dur ing the re ceipt, sort ing,
and de liv ery of mail. Many sus pi cious items, such as hoax
let ters and par cels con tain ing haz ard ous ma te ri als, are ca -
pa ble of be ing de tected early in the sort ing pro cess by
prop erly trained mail han dlers. USPS Pub li ca tion 52,
Haz ard ous, Re stricted, and Per ish able Mail pro vides im -

In di vid ual screen ing pro cesses
may vary based on the risk

as sess ment and the spe cific
tech nol ogy em ployed. Mail
cen ter per son nel must be

ob ser vant for sus pi cious mail
and par cels at ev ery stage. 
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por tant in for ma tion to help mail ers de ter mine what may
be mailed and how certain items must be packaged to keep 
the mail safe.

The fol low ing are in di ca tors that fur ther scru tiny may be 
re quired:

• Ex ces sive post age, no post age, or non-can celed post -
age

• No re turn ad dress or ob vi ous fic ti tious re turn ad dress
• Un ex pected par cels or par cels from some one un fa mil -

iar to you
• Im proper spell ing of ad dressee names, ti tles, or lo ca -

tions
• Un ex pected en ve lopes from for eign coun tries
• Sus pi cious or threat en ing mes sages writ ten on par cels
• Post mark show ing dif fer ent lo ca tion than re turn ad -

dress
• Dis torted hand writ ing or cut-and-paste let ter ing
• Un pro fes sion ally wrapped par cels or ex ces sive use of

tape, strings, etc.
• Par cels marked as “Frag -

ile - Han dle with Care,”
“Rush - Do Not De lay,”
“Per sonal” or “Con fi den -
tial”

• Rigid, un even, ir reg u lar,
or lop-sided par cels

• Par cels that are dis col -
ored, oily, or have an un -
usual odor

• Par cels that have any
pow dery sub stance on the
out side in clud ing pow der un der tape used to se cure the
parcel

• Par cels with soft spots, bulges, or ex ces sive weight
• Pro trud ing wires or alu mi num foil
• Vi sual dis trac tions
• Sus pi cious ob jects vis i ble when the par cel is x-rayed
Mail trays, tubs, and in di vid ual items must be in spected

for ob vi ous signs of white pow der, liq uids, or sus pi cious
mark ings as they are un loaded from a cou rier or mail ve hi -
cle at the load ing dock. If de tected, the sus pi cious items
and the tray or tub used for trans port should be im me di -
ately segregated.

4.4.2.1 Chem i cal
Con tin u ous screen ing of the en vi ron ment in and around

the mail screen ing fa cil ity and/or mail cen ter should be
con ducted.

4.4.2.2 Biohazards
Sam ples should be col lected from mail and par cels and

tested for com mon bi o log i cal haz ards at a Cen ters for Dis -
ease Con trol (CDC) Lab o ra tory Re sponse Net work
(LRN) lab o ra tory or us ing onsite poly mer ase chain re ac -
tion (PCR) equip ment. As a best prac tice, it is strongly
rec om mended that any on-site test ing that re sults in a pos i -
tive de tec tion event be ver i fied and con firmed by the
LRN. All mail items should be kept un der quar an tine in a
neg a tive pres sure en vi ron ment un til negative test results
have been obtained.

4.4.2.3 Ra di a tion/Nu clear
Trucks and de liv ery ve hi cles should be screened as they

are ap proach ing the mail screen ing fa cil ity, and again at

the load ing dock. Screen ing meth ods should be based on
the as sessed risk of the threat.

4.4.2.4 Ex plo sives
Screen ing of ve hi cles, mail, and par cels should be done

us ing ex plo sive de tec tion ca nine teams prior to bring ing
items into the mail screen ing fa cil ity. Mail tubs or trays
and in di vid ual par cels should be screened us ing an X-ray
scan ner equipped with ex plo sive de tec tion soft ware.
Other op tions in clude por ta ble and handheld va por trace
detection systems.

4.4.2.5 Dan ger ous Items and Con tra band
Screen ing for dan ger ous items should be done us ing ag -

gres sive, vi sual screen ing and the X-ray scan ner.
4.4.2.6 Al ter nate Worksite Pro ce dures
It is the agency’s re spon si bil ity to de velop a plan for re -

ceiv ing mail and par cels at an al ter na tive worksite such as
a telework cen ter or em ployee res i dence. As a best prac -
tice, in com ing mail should be screened at a fed eral fa cil ity

be fore send ing it to em ploy ees
at alternative worksites.

Agen cies should con sider
the fol low ing when de vel op -
ing al ter nate worksite pol i cies:

• How em ploy ees will re -
ceive of fi cial mail (USPS,
FedEx, UPS, other ser vice
pro vider(s) con sid er ing who
the sender is)

• Re frain from shar ing home
ad dresses, when pos si ble

• Con sider set ting up post of -
fice boxes (pre vents re lease of home ad dress)

• Ac count able track ing for send ing mail from al ter na tive 
worksites

• Mail se cu rity steps em ploy ees must im ple ment for re -
ceiv ing, send ing, and stor ing of fi cial mail

4.4.2.7 Per sonal Pro tec tive Equip ment
Per sonal pro tec tive equip ment (PPE), in clud ing gloves,

aprons, safety glasses and res pi ra tors, should be avail able
for all mail cen ter per son nel. Use of res pi ra tors may not be 
re quired if the risk as sess ment does not sup port it. Con -
sider spe cial mea sures for mail fa cil i ties that rou tinely re -
ceive med i cal de vices or other potential hazards.

If PPE is in use, mail cen ter man ag ers should en sure all
equip ment is kept clean and prop erly ser viced and that all
per son nel re ceive train ing on its proper use. Fur ther, these
man ag ers should es tab lish a log to mon i tor em ployee ini -
tial train ing and pe ri odic re train ing since the equip ment
can be prob lem atic. For ex am ple, re mov ing gloves the
wrong way can spread con tam i na tion. Like wise, res pi ra -
tors can in duce respiratory problems in some people.

The CDC pro vides guid ance on se lect ing PPE to pro tect
against bioterrorism. For the most cur rent in for ma tion, re -
fer to the Cen ters for Dis ease Con trol or Oc cu pa tional
Safety and Health Ad min is tra tion website.

De con tam i na tion fa cil i ties such as emer gency show ers
and eye wash sta tions should be in eas ily ac ces si ble ar eas
within prox im ity to mail screeners.

(From the GSA's Mail Cen ter Se cu rity Guide, Fifth Edi -
tion, Au gust 2023. For a com plete copy, go to
www.mailomg.com)

Mail trays, tubs, and in di vid ual
items must be in spected for

ob vi ous signs of white pow der,
liq uids, or sus pi cious mark ings

as they are un loaded.
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